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%anaDecryptor@ .exe I
WanaDecryptorld.exe.lnk
b.wnry
c.wWnry
f.wnry
out.txt
r.wnry
s.wWnry
t.wnry
taskdl.exe
taskse.exe

- a.enry

__m=g
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libeay32.dll
likevent-2-0-5.d11
libewvent core-2-0-5.dl1
libevent extra-2-0-5.d11
likbgee s _sj1j-1.d11
libssp-0.d11

2zleavid dll

taskhsvc.exe

tor.exe

(1) MFEMRS mssecsve2.0, RS EE1%:

zlibl.dll

C:/WINDOWS/tasksche.exe ## C:/WINDOWS/mssecsvc.bin -m security

!
1
|
:
a
3

Service HQE*ﬁ \$ '{1,- .
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[ ®E | B || EAW

3. BRREMRI:
FEVEMER . MRR LT B4 -

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\hnjrymny8

34 "C:\ProgramData\hnjrymny834\tasksche.exe"
B

HKEY_ CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run\hnjrymny834
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TARFEAT A, BRSO H s AFAE T
® C:\ProgramData\hnjrymny834
® C:\Users\All Users\hnjrymny834
N B AR
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iR - BEEIER v H= - it
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o TE msg
W= TaskData
=Tl = || @Please_Read_Me@.ixt B
3 @WanaDecryptor@.exe 240 KB
=1 P @WanaDecryptor@.exe <B
(] 00000000.2ky 2 KB
B [] 00000000.pky <B
= Es [] 00000000.res 1KB
~ B ] bawnry 407 KB
o BF L | ewnry 1KB
| fwnry 1KB
1 HE | rwnry 1 KB
&, FieRes () ] swnry 2,968 KB
L | twnry <B
€ [ =] taskdl.exe 20 KB
87 tasksche.exe 432 KB
=7 taskse.exe 20 KB
L | uwnry 240 KB

I B IO AT BAT SO 2 B DL SO
C:\WINDOWS\tasksche.exe

C:\ProgramData\hnjrymny834\tasksche.exe
C:\Users\All Users\hnjrymny834\tasksche.exe

HoAh B AH I LA IRAFAE T
e PATH 3.

00000000.eky
00000000.pky
00000000.res
@Please_Read Me@.txt
@WanaDecryptor@.exe
@WanaDecryptor@.exe.lnk
b.wnry

c.wnry

f.wnry

out.txt

r.wnry
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t.wnry

taskdl.exe

taskse.exe
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| m_croatian.wnry

| m_czech.wnry
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| m_filipino.wnry

| m_finnish.wnry

| m_french.wnry

| m_german.wnry

| m_greek.wnry

| m_indonesian.wnry

| m_italian.wnry

| m_japanese.wnry

| m_korean.wnry

| m_latvian.wnry

| m_norwegian.wnry

| m_polish.wnry

| m_portuguese.wnry

| m_romanian.wnry

| m_russian.wnry

| m_slovak.wnry

| m_spanish.wnry

| m_swedish.wnry

| m_turkish.wnry

| m_vietnamese.wnry

|

L—TaskData

F—Data

| “—Tor

—Tor
libeay32.dll
libevent-2-0-5.dll
libevent core-2-0-5.dll
libevent_extra-2-0-5.dll
libgcc_s_sjlj-1.dll
libssp-0.dll
ssleay32.dll
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http://download.windowsupdate.com/d/csa/csa/secu/2
Windows XP 017/02/windowsxp-kb4012598-x86-custom-
KB4012598
SP3 x86 chs dca9b5adddad778cfd4b7349ff54b51677f36775.
exe
http://download.windowsupdate.com/d/csa/csa/secu/2
017/02/windowsserver2003-kb4012598-x64-custom-
enu_f24d8723f246145524b9030e4752¢c96430981211
Windows XP .exe
KB4012598
SP2 x64 http://download.windowsupdate.com/d/csa/csa/secu/2
017/02/windowsserver2003-kb4012598-x64-custom-
jpn_9d5318625b20faa41042f0046745dff8415ab22a.e
xe
http://download.windowsupdate.com/c/csa/csa/secu/2
017/02/windowsxp-kb4012598-x86-embedded-
Windows XP
KB4012598 custom-
Embedded
chs 41935edbcd6fa88a69718bc85ab5fd336445e719.
exe
http://download.windowsupdate.com/c/csa/csa/secu/2
Windows
017/02/windowsserver2003-kb4012598-x64-custom-
Server 2003 | KB4012598
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X64
9.exe
http://download.windowsupdate.com/c/csa/csal/secu/2
Windows
017/02/windowsserver2003-kb4012598-x86-custom-
Server 2003 | KB4012598
chs b45d2d8c83583053d37b20edf5f041ecede54b80
Xx86
.exe
Windows http://download.windowsupdate.com/d/msdownload/u
Vista Service | KB4012598 pdate/software/secu/2017/02/windows6.0-
Pack 2 kb4012598-
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Windows
pdate/software/secu/2017/03/windows10.0-
Server 2016
KB4013429 kb4013429-
(HT X T

x64 ddc8596f88577ab739cadeld365956a74598e71

x64 KRS

0.msu

X

AY h 3 Lty
Bf5%B ACL P& 1) [El4Z il
1SR L LR ACL MU, fik 445 3 O REIRIE, X TUROR T 36 LM% 4
SRR, O R

Juniper B4 I HC B 7 -

set firewall family inet filter deny-WannaCry term deny445 from protocol tcp

4
-4

set firewall family inet filter deny-WannaCry term deny445 from destination-port 445
set firewall family inet filter deny-WannaCry term deny445 then discard

set firewall family inet filter deny-WannaCry term default then accept

HIE 42 S L FH R0
set forwarding-options family inet filter output deny-WannaCry

set forwarding-options family inet filter input deny-WannaCry

HAE = R4 1S R R0
set interfaces [ 75 ZHE3 1 = JZ i I % FK] unit O family inet filter output
deny-WannaCry
set interfaces [ 7 B #:% 10 =2 %% 1 % FX] unit O family inet filter input
deny-WannaCry

= (H3C) WK Bl

HTRBUAS:

acl number 3050

rule deny tcp destination-port 445
rule permit ip

interface [ 283 (1 = 25 11 2]
packet-filter 3050 inbound
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2017/03/windows10.0-kb4013429-x64_ddc8596f88577ab739cade1d365956a74598e710.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2017/03/windows10.0-kb4013429-x64_ddc8596f88577ab739cade1d365956a74598e710.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2017/03/windows10.0-kb4013429-x64_ddc8596f88577ab739cade1d365956a74598e710.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2017/03/windows10.0-kb4013429-x64_ddc8596f88577ab739cade1d365956a74598e710.msu
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packet-filter 3050 outbound

H A

acl number 3050

rule permit tcp destination-port 445
traffic classifier deny-WannaCry
if-match acl 3050

traffic behavior deny-WannaCry
filter deny

gos policy deny-WannaCry

classifier deny-WannaCry behavior deny-WannaCry

#IE4 R N

gos apply policy deny-WannaCry global inbound
gos apply policy deny-WannaCry global outbound
HIE = J2 5 1S TR

interface [75 £ 501 = Zim [ 4 FK]

gos apply policy deny-WannaCry inbound

gos apply policy deny-WannaCry outbound

v L E s -

set firewall family inet filter deny-WannaCry term deny445 from protocol tcp

set firewall family inet filter deny-WannaCry term deny445 from destination-port 445
set firewall family inet filter deny-WannaCry term deny445 then discard

set firewall family inet filter deny-WannaCry term default then accept

HIE 4 Jy NI R
set forwarding-options family inet filter output deny-WannaCry

set forwarding-options family inet filter input deny-WannaCry

HIE = JZ 422 11 S R
set interfaces [ 5 B EEEL 1 = JZ 4% 142 FX] unit O family inet filter output

deny-WannaCry
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set interfaces [ 77 B A = 2541 1 4 FK] unit O family inet filter input
deny-WannaCry

Cisco ¥ % & 7l
IH R A

ip access-list extended deny-WannaCry

deny tcp any any eq 445

permit ip any any

interface [75 4R = 2 I 1 44 FK]

ip access-group deny-WannaCry in

ip access-group deny-WannaCry out

HhRA:

ip access-list deny-WannaCry

deny tcp any any eq 445

permit ip any any

interface [75 4R = 2 I 1 44 FK]

ip access-group deny-WannaCry in

ip access-group deny-WannaCry out
kR & YW N IR

ip access-list extended deny-WannaCry

deny tcp any any eq 445
permit ip any any
interface [7 £ A = JZ 3 [ 44 FK]

ip access-group deny-WannaCry in

ip access-group deny-WannaCry out

MisRC FAQ

Q: WMRAMATRK, WTELR?
A: ZEIRHE RN 2Fe O HIE: 400-818-6868, T LB HRITEH B R A 4R, UERE
T 7 SR S 1
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Q: WannaCry Wi stiT464%?
A: FIF] Windows SMB il 45 177 IR TREAT (3%, Hfs BB, Rl iz fe k.

Q: Winl0 RERBZEM?
A: AZF

Q: il AR SEY: WannaCry?
A FEHL AT AL R SRR B L % T R AT A ANTERR . X280 n] 4 2 L i 22 1P Al &R
4t (fafk RSAS) ARt & A A I TR AL

Q: WIEPIMLE N ZEH WannaCry IEFEERE?
A: TERE SIS NZT RE (R IPS) , XWEAZRA R =T o0, i &1
WannaCry fJf£#% .

Q: 43RG WannaCry EHN BEERHA?
A: MK CURG R BRI, ARG SN T, ASRE BT B i ST BHLIKT 445 55 1,
FEATHN T 2%

Q: AN LeEEFREEERHA?

A: HFT 360, 2R =SFERAM [ o TH, @2 WannaCry HI K . k955577
A EGAL TR HATRAWT . FEER A PP A LT R)5, BN %% MS17-010 JiF
T o 240 T HAEH T TCP 445 b 1 7] fg 23 520 windows A EE, TER3AN T K5
RIS

Q: ZUMBELZETHERE (HFR RSAS) BRERERHY?
A: 2017 4 4 A B4 KA MS17-010 i G-

Q: ZHMEANRB RS (R NIPS) R—EREB?
A: 2017 4E 4 H 24 kA MS17-010 R4
5.6.10 195 BERFIEZE R L2 I

Q: ZH NF B KEER G IR ?
A: B alX, xR 445 wn LRSS, E TCP 445 Ji I f BT S0 -
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